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!
Committee Overview!

!
The Economic and Financial Committee, also known as ECOFIN is the second of!

the six committees of the United Nations General Assembly. It was formed with the!

rest of the General Assembly when the UN was established after the Second World!

War in 1945. The committee first met in London in January 1946. Since then, the!

committee meets once every year in October for a 4-5 week session. Its primary 

roles include addressing issues related to economic growth and development with 

specific regard to macroeconomic policy on international trade and external debt!

sustainability, securing financing for sustainable development, poverty eradication!

and globalization and interdependence.!

In recent times, the Millennium Development Goals and special situations!

related to Least Developed Countries and Landlocked Developing Countries, as 

well as recovery and restructuring in the aftermath of the 2008 Financial Crisis has 

been focused on increasingly. The 68th session of the will start in September 2013. 

The ECOFIN is open to all 193 member nations of the UN, each of which has equal!

representation and voting rights. Though resolutions adopted by the committee are!

not enforceable, they carry the weight of the international community’s will. The GA!

also has the power to convene an emergency special session and act to ensure 

peace & security.!

The ECOFIN is administrated by one chairperson, three vice-chairpersons and!

one rapporteur. The ECOFIN regularly updates its working methods and practices 

to enable deeper debate and greater impact of the committee’s deliberations and!

decisions. These efforts include streamlining the agenda, holding “question time”!

sessions with secretariat officials after the presentation of substantive reports and!

reducing the number and length of draft resolutions adopted. The Committee!

currently holds a dialogue with the Executive Secretaries of the Regional!

Commissions as well as a number of side events as part of its programme of work.!

!
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Introduction!
!
Money laundering (ML) is a broad term used to describe the activity of!

concealing the source and ownership of money and/or property. One use of ML is 

to handle the profits of a crime and arrange for it to be reinvested in order to 

disguise its source. Thus involves a large proportion of the financial services sector, 

sometimes without their knowledge. A complexity is presented here with the varying 

definitions of crime across the world and various legal and penal definitions of 

money laundering.!

The United Nations has increasingly sought to reduce such ambiguity and!

inconsistencies as can be seen in the resolutions detailed below.!

The illegal drugs industry exists solely due to money laundering. As increasingly!

globalised world drugs are being grown in one hemisphere and sold in another.!

However all vendors in the supply chain need to be paid. Modern day gangs use 

highly complex transactions to transfer money across the world. The Profit left over 

also needs to be kept somewhere safe where there is little or no chance of it being 

seized for being illegally sourced. The best way to do that would be convert the 

money into legal form.!

Terrorists and terrorist organisations also rely on money to sustain themselves.!

Terrorist financing is slightly different to ML. While terrorist groups do generate!

funds from criminal activities such as drug trafficking and arms smuggling, they also!

frequently obtain revenue through legal means. Supporters of terrorist causes raise!

funds through various methods. In addition, some charity or relief organisations 

may unwittingly become the conduit through which donors contribute funds that 

may 7 eventually be used to commit a terrorist act. The funds are then routed to the!

recipient terrorist organisations through both informal networks and the formal!

financial system. While terrorists are not greatly concerned with disguising the 

origin of money, they are concerned with concealing its destination and the purpose 

for which it has been collected.!

One very important thing to note is the reasons why money is laundered. In!
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several nations corruption is rife and when there is legitimate money to be 

transferred to outside the country often a big chunk is taken by the middleman upon!

declaring it. It is sometimes easier and more importantly cheaper to ML it across.!

Despite the reason Money laundering is illegal and is still a crime punishable by 

law.!

Tax evasion is considered a form of money laundering by most nations.!

Money laundering does not have to involve government bodies and the!

financial sector, but for most large-scale operations both are often implicit often!

unknowingly in aiding money launderers.!

There are countless ways to money launder and the list is generally increasing.!

The processes are extensive. Generally speaking, money is laundered whenever a!

person or business deals in any way with another person’s benefit from crime. !

!
Basic Concept!

!
Definition of money laundering!

Money Laundering is the process by which criminals attempt to conceal the true 

origin and ownership of the proceeds of their criminal activities. If undertaken 

successfully, it allows them to maintain control over those proceeds and, ultimately, 

to provide a legitimate cover for their source of income. Failure to prevent the 

laundering of the proceeds of crime permits criminals to benefit from their actions, 

thus making crime a more attractive proposition.!

!
Understanding Money laundering!

Each year, huge amounts of funds are generated from illegal activities such as drug 

trafficking, people smuggling, theft, tax evasion, arms trafficking and corrupt 

practices. These funds are mainly in the form of cash.!

!
The criminals who generate these funds need to reintroduce them into the 

legitimate financial system without raising suspicion and without losing control. 
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They convert cash into other forms in order to conceal the origin and true 

ownership of the proceeds of their criminal activities and to make it more useable. It 

also puts a distance between the criminal activities and the funds.!

!
‘Money laundering’ is the name given to the process by which illegally obtained 

funds are given the appearance of having been legitimately obtained. According to 

Robinson:!

!
“Money laundering is called what it is because that perfectly describes what 

takes place – illegal, or dirty, money is put through a cycle of transactions, or 

washed, so that it comes out the other end as legal, or clean, money. In other 

words, the source of illegally obtained funds is obscured through a succession of 

transfers and deals in order that those same funds can eventually be made to 

appear as legitimate income”.!

!
It has been estimated that criminal profits in excess of US$1.5 trillion are laundered 

each year. This movement of ill-gotten wealth is considered to be the world’s third 

largest industry after forex and the oil trade.!

!
Regulatory authorities are in a continuous effort to combat money laundering in 

order to reduce crime and weaken criminals. For example, if it becomes very 

difficult and cost effective for drug traffickers to clean and use the money generated 

by trafficking, this activity is likely to diminish.!

!
Money Laundering offence!

The 3rd EU Directive describes a money Laundering offence as follows:!

!
Every person who knows or ought to have known that any kind of property 

constitutes proceeds from the commission of a predicate offence (see definition 

below), is guilty of an offence if he carries out any of the following:!
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!
a) Converts or transfers or removes such property, for the purpose of concealing or 

disguising its illicit origin or of assisting in any way any person who is involved in 

the commission of the predicate offence to carry out any of the above actions or 

acts in any other way in order to evade the legal consequences of his actions;!

b) Conceals or disguises the true nature, the source, location, disposition, 

movement of and rights in relation to, property or ownership of this property;!

c) Acquires, possesses or uses such property;!

d) Participates in, associates, co-operates, conspires to commit, or attempts to 

commit and aids and abets and provides counselling or advice for the commission 

of any of the above mentioned offences;!

e) Provides information in relation to investigations that are carried out for 

laundering offences for the purpose of enabling the person who acquired a benefit 

from the commission of a predicate offence to retain the proceeds or the control of 

the proceeds from the commission of the offence!

!
Predicate offences!

Predicate offences are:!

!
a) All criminal offences punishable with imprisonment exceeding one year (this time 

may vary depending on the jurisdiction), as a result of which proceeds have been 

derived which may constitute the subject of a money laundering offence as defined 

above.!

b) Financing of Terrorism offences as well as the collection of funds for the 

financing of persons or organisations associated with terrorism!

c) Drug Trafficking offences.!

!
In general a money laundering predicate offense is the underlying criminal activity 

that generated proceeds, which when laundered, results in the offense of money 

laundering.!
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!
Why do criminals launder money?!

There are several reasons why people launder money. These include:!

!
Hiding wealth: criminals can hide illegally accumulated wealth to avoid its seizure 

by authorities!

Evading taxes: criminals can evade taxes that would be imposed on earnings from 

the funds!

Avoiding prosecution: criminals can avoid prosecution by distancing themselves 

from the illegal funds!

Increasing profits: criminals can increase profits by reinvesting the illegal funds in 

businesses!

Becoming legitimate: criminals can use the laundered funds to build up a business 

and provide legitimacy to this business!

!
Background of Terrorism Financing!

 !

Substantial progress has been achieved in understanding the phenomenon of!

terrorism financing and in articulating and implementing the measures necessary!

to address it. Terrorism financing incorporates the distinct activities of fund-raising, 

storing and concealing funds, using funds to sustain terrorist organizations and 

infrastructure, and transferring funds to support or carry out specific terrorist 

attacks. Funds used to support terrorism may be generated through legal or illegal 

means, and legitimate humanitarian or business organizations may be used 

unwittingly or knowingly as a channel for financial or other logistical support to 

terrorism.!

Financial transactions can yield valuable intelligence that may be unavailable!

from other sources. Yet, detecting illicit financial activity, including terrorism!

financing, is difficult in the formal financial system and even more difficult!

outside of it. Targeted financial sanctions (including, in particular, the freezing!
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of assets) against persons and entities suspected of providing financial support!

to terrorism have proved effective, but they need to be balanced with the!

need to track terrorist funds movements to gather intelligence on the scope!

of the terrorist network.!

Furthermore, combating the financing of terrorism (CFT) measures have!

raised legal, institutional, political and human rights issues that are not fully!

resolved. This is perhaps best illustrated by recent court rulings that have!

called into question the procedural safeguards in the designation of persons!

for financial sanctions. Finding solutions to these issues remains central to!

maintaining the effectiveness of the system in the long run.!

Authorities should exercise caution not to introduce laws or regulations burdening!

private and public sector stakeholders in the name of countering the!

financing of terrorism without sufficient evidence or typologies that the burden!

is proportionate to the risk.!

Finding: Regional vulnerabilities, trends and priorities have an impact on the!

way in which the international standards are implemented.!

Recommendation: The international community should afford greater recognition!

and deference to the work of the regional bodies in supporting and!

mediating the implementation of the international standards to the local context,!

in particular in the determination of risks and vulnerabilities of a country!

to terrorism and the financing of terrorism.!

Recommendation: Proportional measures, commensurate to the risks,!

should be applied when considering the effectiveness or adequacy of major!

CFT regulations. This approach should be applied at both national and international!

levels, and officials should be prepared to adjust regulation where!

necessary. !

Terrorism has continued to adapt to meet the challenges of different and new!

types of conflict, and has used new developments in technology. Unfortunately,!

terrorist have also shown that they have the ability to adapt and counter 

counterterrorist measures. Furthermore, some terrorist groups have grown in to 
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international influencers in their own right. They are becoming more “integrated with 

other substate entities, such as criminal organisations and legitimately chartered 

corporations.”!

With the growing emergence of militant ideologies around the world, terrorism!

is becoming an increasingly dangerous threat. With terrorist groups there are 

several things to consider which makes the situation much more complicated. 

Governments around the world have had their hand terrorist groups for the past two 

decades using 13 militants as proxy soldiers. Governments don’t openly say that 

they fund groups. The Transactions are hidden using complex routes. It is safe to 

say that both Drugs and terrorism ML cannot succeed without the use of the 

financial institutions. Therefore much of the effort to reduce money laundering has 

been done through financial institutions. !

!
When terrorists move money, what kinds of issues might they be thinking of? Based 

on some evidence, as well as assumptions and inferred behavior, terrorists seem to 

choose methods of moving funds that take into account issues of: volume, risk, 

convenience, simplicity, costs, and speed.!

!
Volume: The ability to move more money with each transaction makes it easier for 

terrorist groups to fund an operation. However, not all methods are capable of 

moving an equal volume of funds. Methods like formal banking, hawalas, and 

money transfer businesses can theoretically transfer an infinite amount of money in 

a single transaction. In contrast, moving bulk cash is limited by the size and weight 

of the cash being transferred, with US $1 million in US $100 bills weighing over 20 

pounds; and in US $20 bill denominations, more than 100 pounds. Such a load 

would also take up a lot of space. Despite what is often portrayed in the movies, a 

typical briefcase can fit just over US $250,000 in used US $100 bills, or a mere US 

$50,000 in US $20 bills.!

!
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Risk: For terrorist groups, there are several types of risks they might face 

depending on the method of fund transfer. Among the most obvious risks is that the 

transfer itself will be detected by authorities. For example, a transfer between two 

banks is much more likely to be monitored, recorded, and discovered, than a 

transfer of cash that crosses the border between Afghanistan and Pakistan. A 

related element of risk comes from the varying degrees of anonymity associated 

with each method of moving funds. Some methods, like formal banking, require 

institutions to follow “know your customer” (KYC) practices, while others, like 

hawalas or cash, allow for more anonymity.!

!
Another risk for terrorists is the reliability of different methods. There is a high 

degree of certainty that transfers made between banks and between hawalas, for 

example, will be made accurately and completely. Cash transfers, on the other 

hand, may be less reliable because of the opportunities for theft along the way. And 

because of their bulk, they may be more vulnerable to seizure by law enforcement.!

            !

Convenience: Depending on their physical location, some methods for moving 

funds may be more or less convenient for a terrorist group. For example, using 

cash or hawalas to move money into or out of tribal areas in Iraq or Afghanistan is 

much more convenient than using formal banks. Likewise, al-Qaeda’s alleged trade 

in West African conflict diamonds was more convenient than using cash or gold to 

move funds. West Africa is geographically distant from South Asia, but diamonds 

are easy to hide, and therefore much more convenient than cash. Gold is less 

convenient because of its weight and bulk, but given the importance of gold for 

dowries in both South Asia and the Middle East, and the number of large gold 

souks throughout the region, large shipments of gold in the form of high-end jewelry 

will not attract much notice. The convenience of a particular method will clearly 

depend on geographic/topographic features (like an uncontrolled border) as well as 

demographic (cultural, ethnic, linguistic) factors. !

            !
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Simplicity: Everything being equal, terrorists would prefer methods that require the 

fewest number of steps, the lowest level of technology, and the least amount of 

skill. Given these parameters, terrorists are less likely to engage in elaborate 

money laundering schemes that involve numerous actors and that require dozens 

of complicated steps to obscure the trail of money. Using a scheme like the black 

market peso exchange, for example, would be much more complicated than a 

series of wire transfers through multiple bank accounts.!

            !

Costs: Put simply, moving money requires the payment of fees. Western Union and 

MoneyGram charge users a transaction fee that can range anywhere from 1-10% 

depending on the amount being transferred and other transaction variables. 

Likewise, hawalas charge between 0.5-2.5% on each transaction. Even moving 

cash across borders may require side payments to border guards or customs 

officials. !

            !

Speed: Terrorists want to move money as quickly as possible to their final 

destination in order to fund their operational needs. Hawalas, for example, allow for 

transfers to occur relatively quickly, while formal banking may require deposits to sit 

for a day before they clear. Bulk cash smuggling can vary depending on how far the 

cash needs to move, and how many borders it needs to cross. A false trade 

invoicing scheme probably requires the longest amount of time to complete.!

!
!
!

Global Financing of Terrorism: Methods!
!
Cash Couriers: Using couriers to move physical cash is the “simplest and oldest 

way of moving value.” When criminals move cash across international borders, they 

typically conceal it in vehicles, packages, luggage, or anything else that can hold 
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large physical volumes of cash. Oftentimes, where borders are uncontrolled or 

where the state’s resources are strained, criminals do not even conceal the cash.!

!
AQ relied on couriers to move money in the 1990s and before the 9/11 attack. 

According to the 9/11 Commission Monograph, al-Qaeda used money changers to 

transfer US $1 million from the UAE to Pakistan and then used couriers to transfer 

the funds as cash into Afghanistan. For the 9/11 attack itself, “Khalid Sheik 

Mohammed delivered…US $120,000 [in cash to] Abdul Aziz Ali in Dubai…[who] 

then used the cash to wire funds to the hijackers in the United States.” Khalid Sheik 

Mohammed also gave thirteen of the hijackers US $10,000 each as they left 

Pakistan. These hijackers brought cash and traveler’s checks with them as they 

entered the U.S. and deposited the funds at banks such as Bank of America, 

SunTrust, and other smaller banks. Others, like Ramzi Binalshibh and Mustafa al 

Hawsawi also used cash to fund the attack. Zacarious Moussaoui brought in the 
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most cash, US $35,000, which he declared with Customs as he entered the 

country. (See Figure 1 for some of the cash transactions before the 9/11 attack.)!

!
Cash couriers are used by other groups as well. For example, foreign fighters 

traveling to Iraq to join AQI often brought cash with them. According to the captured 

records from Sinjar (on the Syrian border in northwestern Iraq), of the 590 records 

of foreign fighters, 149 brought cash to AQI after entering Iraq. In general, almost all 

the different nationalities had close to the same rate of fighters contributing money 

(about 20-30%), but the Saudi fighters contributed the largest amount in an 

absolute sense. They also comprised 22 of the 23 fighters who brought in more 

than US $1,000. Overall, these cash transfers were estimated to make up over 70% 

of AQI’s budget, highlighting the importance of this mechanism for both raising and 

moving funds into the organization.!

!
Likewise, Jemaah Islamiyah has used cash couriers in the past as their primary 

method of moving funds. Before the Bali bombings in 2002, JI used two Indonesian 

laborers working in Malaysia to transfer over US $15,000 between terrorist 

members. Khalid Sheik Mohammed, the al-Qaeda deputy and mastermind of 9/11, 

used a Pakistani courier to deliver US $50,000 to a JI leader in 2003 after the Bali 

attack. JI also used cash transfers and couriers to move about US $8,500 to the 

bombers of the Atrium Mall in Jakarta in 2001.!

!
Security is an important consideration when using cash couriers. Terrorist networks 

will presumably use only trusted personnel to move the money. Another 

consideration is speed. Transferring funds with couriers is much slower than 

electronic means. It also requires some complex planning and coordination if 

couriers need to arrange the transfers.!

!
Informal Transfer Systems: There are several types of informal financial networks, 

such as Hawala/Hundi in South Asia, Fei ch’ien in China, Phoe Khan in Thailand, 
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and Door-to-Door in the Philippines. These networks often have traditional roots 

and ethnic ties, and operate in places where the formal banking sector is less 

established or where large ethnic diasporas live. They are estimated to be part of a 

US $500 billion global remittance system. Although most countries have legalized 

hawala (thinking that the networks will be easier to police if they operate openly), 

many hawaladars (hawala dealers) continue to operate illegally because of 

prohibitively high licensing and registration fees. Hawala networks were especially 

scrutinized after 9/11 due to evidence that al-Qaeda, the Taliban, and Al-Qaeda in 

Iraq (AQI) used them.!

!
Hawala networks in the Middle East and South Asia operate in the following 

manner: a worker in Dubai wants to send US $1,000 back to his wife in Pakistan. 

He finds a hawaladar and gives him the funds. The hawaladar contacts a fellow 

hawaladar (often an extended family member running a linked operation) in 

Pakistan. The hawaladar in Dubai gives both the worker in Dubai and the 

hawaladar in Pakistan a transaction code. The worker’s wife goes to the hawaladar 

in Pakistan and gives him the code. If the codes match, the hawaladar in Pakistan 

gives his wife the rupee equivalent of US $1,000 minus a small fee. (Note that no 

funds have actually crossed borders.)!

!
To settle the accounts, the simplest method is for the hawaladars to wait for a 

similar value of transactions to move in the other direction. As this rarely occurs, the 

hawaladars will periodically (weekly, or monthly) balance their books by using 

money service businesses, smuggling high value commodities, or false trade 

invoicing transactions to transfer funds.!

!
Although most customers use hawala for legitimate purposes, several terrorist 

groups have used hawalas to move money. Before 9/11, al-Qaeda “moved much of 

its money by hawala.” They used “about a dozen trusted hawaladars” (as well as 

some unwitting hawaladars) in Pakistan, Dubai, and elsewhere in the Middle East. 
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While AQ used hawalas prior to 9/11, they did not use them specifically for the 9/11 

plot.!

!
Besides al-Qaeda, Lashkar-e-Toiba used hawala networks to move funds before 

their 2000 Red Fort attack in Delhi. Likewise, Dawood Ibrahim transferred funds via 

hawala networks before the 1993 Mumbai attack. In Iraq, terrorist groups have 

used hawala: two Iraqi Kurds were arrested for using hawalas to move part of 

nearly US $150,000 to finance Ansar al-Sunna/Ansar al Islam. Based on an 

author’s interview with a U.S. Special Forces colonel, we also know of coalition 

operations undertaken against hawaladars that were knowingly moving funds for 

Iraqi insurgent groups. Jemaah Islamiyah also used hawaladars to transfer about 

US $2,500 before a 2001 attack.!

!
A more recent example is the case of the would-be Times Square bomber, Faisal 

Shahzad. In February 2010 Mr. Shahzad’s handlers in Pakistan (Tehrik-e-Taliban) 

arranged for US $4,900 to be sent via an unregistered hawala network operated by 

two brothers, one of whom, Aftab Ali Khan, was an illegal Pakistani immigrant living 

in Brookline, Massachusetts. On February 24 or 25th Mr. Ali Khan met Mr. Shahzad 

just outside of his Massachusetts apartment to hand over US $4,900 in cash. There 

was no suggestion in any subsequent investigations that Mr. Ali Khan knew what 

the money would be used for. He was merely completing an anonymous business 

transaction.!

!
In April Mr. Shahzad received an additional tranche of funds from the Pakistani 

Taliban. Perhaps because of the inconvenient distance between Boston and New 

York, another hawala network was used. This new network, operated by 

Mohammad Younis on Long Island and his brother in Pakistan, was also 

unregistered. On April 10th, just three weeks before the bombings, Mr. Younis 

spoke to Mr. Shahzad by phone and arranged a meeting in a parking lot in 
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Ronkonkoma, New York to hand over US $7,000 sent by Mr. Shahzad’s Pakistani 

Taliban handlers.!

!
!
Hawala and other informal transfer systems are fast, with transactions happening 

usually within hours, perhaps up to a day or slightly more for transactions to the 

more remote regions. They are also relatively anonymous. Hawaladars keep 

records, but these may often be done in their own shorthand, and their 

bookkeeping methods vary. They may even be more reliable than other methods, 

like money service businesses, which serve similar communities. They are also 

relatively inexpensive compared to other methods, charging just 1-2% for transfer 

fees and often offering a more competitive exchange rate –this is the primary 

reason why people use them. They are also convenient, operating in areas 

underserved by traditional banking. In Afghanistan, for example, Thompson notes 

that hawaladars operate in even the most remote areas of the country. In the United 

States, informal transfer systems are required to register with FinCEN. In 

Afghanistan, there has been a similar effort to regulate the hawala network but both 

Afghanistan’s geography and the weakness of its institutions have prevented much 

progress.!

!
Money Service Businesses: The Bank Secrecy Act (BSA) defines money service 

businesses (MSBs) as “currency dealers or exchangers; check cashers; issuers [or 

redeemers] of traveler’s checks, money orders, or stored value cards; and money 

transmitters.” In the United States alone there are over 33,000 registered MSB’s. 

Money service businesses are generally subject to the same regulations and laws 

as banks, and are subject to regulatory audits. However, unlike banks, MSBs do not 

follow similarly rigorous “know your customer” (KYC) procedures. Banks will only 

conduct transactions with people holding accounts at that bank, and those account 

holders must provide a significant amount of personal information when they open 

the account. MSBs, on the other hand, do not require that customers have existing 
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accounts. Customers only need to present a valid form of ID. Most MSBs, and 

particularly the more established money transmitters such as Western Union, 

transfer funds quickly (within minutes to most locations), are minimally expensive 

for transfers larger than US $1,000, and offer low risks of detection, especially if the 

MSB is unregistered.!

!
In February 2013, a federal jury in San Diego convicted four Somali immigrants of 

conspiring to fund al Shabaab, a militant terrorist group in Somalia. While all four 

men were involved in raising funds, one of them, Issa Doreh, worked at the Shidaal 

Express, a registered MSB from which he sent funds directly to one of al-Shabaab’s 

leaders, Aden Hashi Ayrow, who was in regular telephone contact with one of the 

other defendants. Months of wiretapped telephone conversations led to additional 

arrests in two related cases in St.Louis, Missouri and Minneapolis, Minnesota. 

Again, the goal was to raise funds for al-Shabaab and wire transfer those funds 

�  of �18 65



through registered MSB’s, getting lost in the traffic of numerous legitimate 

remittances sent by the sizeable Somali immigrant communities in those cities. 

(See Figure 3)!

Before al-Qaeda officially existed, Khalid Sheikh Mohammed, Ramzi Yousef, and 

Wali Khan Amin Shah used a large MSB in the UAE, Al Ansari Exchange 

Establishment (AAEE), to move funds for the Operation Bojinka plot in 1995. Al-

Qaeda also made extensive use of MSBs in their financing of the 9/11 attacks. An 

AQ financier, Ali Abdul Aziz Ali deposited almost US $120,000 at two MSBs in 

Dubai: the Wall Street Exchange Center and the UA Exchange Center. The money 

was transferred to the hijackers’ U.S. bank accounts through the MSBs’ 

correspondent accounts at the Royal Bank of Canada and Citibank, respectively. 

Even though the MSBs in Dubai required identification, Ali Abdul Aziz Ali used 

aliases. His transactions also appeared unremarkable among the millions of MSB 

transactions flowing out of that jurisdiction. A second financier, Binalshib, 

transferred about US $8,500 via two Traveler’s Express/MoneyGram transactions 

and two Western Union transactions. (See Figure 4)!

!
Perhaps the terrorism financing case study that highlights the role of MSB’s most 

glaringly is the complex Hezbollah financing case that entrapped and eventually 

undid Lebanese Canadian Bank in 2011. While the Lebanese Canadian Bank case 

has many layers (and more will be said about the case in the next section), one 

critical component of the money laundering operation allegedly run by Hezbollah 

involved the placement of cash into money service businesses located in Beirut. 

These MSB’s had accounts with Lebanese Canadian Bank. The scheme originated 

in the Western Hemisphere with drug proceeds from Ayman Joumaa’s drug 

trafficking network. Although Joumaa, himself, was not a member of Hezbollah, he 

had loose connections with the organization, and found in them a willing partner in 

crime.!

!
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Joumaa’s drug proceeds were laundered through a complicated scheme involving 

the purchase of used cars from Lebanese-owned dealerships in the United States. 

The used cars were shipped to Africa where they were sold for cash. Additional 

drug cash was co-mingled with the proceeds of the car sales, and this cash was 

sent to at least two money service businesses in Beirut, including Elissa Exchange 

and the Hassan Ayash Exchange. Both of these MSB’s were allegedly complicit in 

the scheme, and allegedly earned commissions on their laundering services, which 

went straight into the coffers of Hezbollah. When the scandal was laid bare, both 

MSB’s were shut down, and Joumaa’s drug trafficking network was forced to find 

another channel through which to launder their funds.!

!
To sum up, terrorist groups utilize multiple methods for moving funds, 

demonstrating how they are flexible and adaptive; when one method becomes 

riskier or costlier, they move to other methods. Terrorists also take advantage of 

legal and regulatory differences between states, finding the seams where they can 

work. This makes stopping terrorist financial flows a challenging problem.!
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!
To counter the movement of terrorist funds, there are reporting requirements for 

banks and non-bank financial institutions, as well as a loosely coordinated 

international regime consisting of organizations like the Egmont Group of Financial 

Intelligence Units which share financial intelligence, and FATF-style regional bodies 

that evaluate member states’ compliance regimes. It is beyond the scope of this 

article to describe the full regime here, as others have done so more than 

adequately. This regime has had a mixed record of success, despite insufficient 

international coordination, deficient capacity, and inadequate implementation in 

many countries. For example, al-Qaeda especially, but also Jemaah Islamiyah, al-

Qaeda in Iraq, Hamas, and the Abu Sayyaf Group have been unable to maintain 

their levels of violence because of financial difficulties. Additionally, financial data 

has been a key component in prosecuting terrorism cases, with FBI special agents 

often making use of SAR filings. This is because financial transactions leave 

“footprints” for law enforcement agencies to intercept and follow. And even when 

investigations do not begin with suspicious financial transactions, financial records 

can provide key evidence in piecing together the details of a case, as it did with the 

would-be Heathrow liquid explosive bombers in 2006.!

!
Despite these successes, there are also failures and challenges. For example, as 

the 9/11 Commission noted, the regulatory regime in place before 9/11 did not fail, 

rather it was “never designed to detect or disrupt the transactions of the type that 

financed 9/11.” The point here is that there is no way to create a perfect regulatory 

and enforcement regime that can stop all criminal transactions. Nor would we want 

such a heavy regime, because then it would also impose costs on the vast majority 

of legal, legitimate transactions that occur within the financial system.!

!
To return to the attributes described earlier, there is little countries can or should do 

to affect many of them, because so many methods are used for legitimate 

purposes. We do not want to decrease the potential volume of funds that can be 
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transferred with any method (with the exception of cash transactions); nor do we 

want to make methods costlier, slower, more complex, or less convenient.!

!
Instead, the focus should be on making the risks of detection higher. Specifically, 

this means enhancing regulatory compliance at the ground level and improving 

international collaboration, cooperation, and capacity building, as well as prioritizing 

enforcement with non-compliant countries.Making the transfer of funds riskier can 

be especially effective against the many terrorist groups who place a high value on 

the internal control of their operatives, even at the risk of operational security. For 

many groups, like al-Qaeda and its affiliates in Iraq and North Africa, they 

obsessively demand that their members keep detailed records of their financial 

transactions. Their choice of “control” over “security” provides an important 

vulnerability that states can exploit.!

!
Timeline!

!
The exact origins of the practise are unknown, but many place it in gang culture!

of early 20th Century USA, the term ‘money laundering’ itself was first officially used 

in the 1980s1 . By 1996 the International Monetary Fund (IMF) estimated that 2-5% 

of global Gross Domestic Production (GDP) involved laundered money.!

Below is a list of the major international development regarding money laundering 

and the monitoring and prevention of it.!

!
1988 – United Nations Convention against Illicit Traffic in Narcotic Drugs and!

Psychotropic Substances. The mandate was strengthened in 1998 through the!

Political Declaration and Action plan against the Money Laundering at the 20th 

United Nations General Assembly Special Session!

!
1989 - Financial Action Task Force (FATF) Established by the G7 Members in order 

to help protect the international financial systems from the negative effects of ML 
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and also to provide policy assistance to reduce ML. In 2001 the organisation 

broadened its mandate to include the investigation of the sourcing of terrorism and 

links to ML. The organisation has now grown to 36 members and a number of 

observers.!

!
1997 – Global Programme against Money-Laundering, Proceeds of Crime and the!

Financing of Terrorism (GPML) Established by the Law Enforcement, Organized 

Crime and Anti-Money-Laundering Unit of the United Nations Office on Drugs and 

Crime under that mandate given through the 1988 convention listed above It has 

the aim to assist national governments in intervening in money laundering practises 

Under the GPML, The International Money Laundering Information Network 

(IMoLIN) was established to liaise between government and international 

organisations of ML activity and establish a database of the illicit activity in order to 

help fulfil the objectives of the GPML!

!
2002 – International Convention for the Suppression of the Financing of Terrorism!

2003 - United Nations Convention against Transnational Organized Crime!

2005 – United Nations Convention against Corruption!

!
Stages of Money Laundering!

Placement!

The process of placing, through deposits or other means, unlawful cash proceeds 

into traditional financial institutions. At this stage cash derived from criminal activity 

is infused into the financial system. The placement makes the funds more liquid 

since by depositing cash into a bank account can be transfer and manipulated 

easier. When criminals are in physical possession of cash that can directly link 

them to predicate criminal conduct, they are at their most vulnerable. Such 

criminals need to place the cash into the financial system, usually through the use 

of bank accounts, in order to commence the laundering process.!

!
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This is the first stage in the washing cycle. Money laundering is a “cash-intensive” 

business, generating vast amounts of cash from illegal activities (for example, 

street dealing of drugs where payment takes the form of cash in small 

denominations). The monies are placed into the financial system or retail economy 

or are smuggled out of the country. The aims of the launderer are to remove the 

cash from the location of acquisition so as to avoid detection from the authorities 

and to then transform it into other asset forms; for example: travellers cheques, 

postal orders, etc.!

!
Layering!

Layering is the process of separating the proceeds of criminal activity from their 

origin through the use of many different techniques to layer the funds. These 

include using multiple banks and accounts, having professionals act as 

intermediaries and transacting through corporations and trusts, layers of complex 

financial transactions, such as converting cash into traveler’s checks, money 

orders, wire transfers, letters of credit, stocks, bonds, or purchasing valuable 

assets, such as art or jewelry. All these transactions are designed to disguise the 

audit trail and provide anonymity.!

!
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Layering usually involves a complex system of transactions designed to hide the 

source and ownership of the funds. Once cash has been successfully placed into 

the financial system, launderers can engage in an infinite number of complex 

transactions and transfers designed to disguise the audit trail and thus the source 

of the property and provide anonymity. One of the primary objectives of the layering 

stage is to confuse any criminal investigation and place as much distance as 

possible between the source of the ill-gotten gains and their present status and 

appearance.!

!
Typically, layers are created by moving monies in and out of the offshore bank 

accounts of bearer share shell companies through electronic funds’ transfer (EFT). 

Given that there are over 500,000 wire transfers – representing in excess of $1 

trillion – electronically circling the globe daily, most of which is legitimate, there isn’t 

enough information disclosed on any single wire transfer to know how clean or dirty 

the money is, therefore providing an excellent way for launderers to move their dirty 

money. Other forms used by launderers are complex dealings with stock, 

commodity and futures brokers. Given the sheer volume of daily transactions, and 

the high degree of anonymity available, the chances of transactions being traced is 

insignificant.!

!
Integration!

It is the stage at which laundered funds are reintroduced into the legitimate 

economy, appearing to have originated from a legitimate source. Integration is the 

final stage of the process, whereby criminally derived property that has been placed 

and layered is returned (integrated) to the legitimate economic and financial system 

and is assimilated with all other assets in the system. Integration of the “cleaned” 

money into the economy is accomplished by the launderer making it appear to have 

been legally earned. By this stage, it is exceedingly difficult to distinguish legal and 

illegal wealth.!

!
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Not all money laundering transactions go through this three-stage process. The 

three basic stages may occur as separate and distinct phases or may occur 

simultaneously or, more commonly, they may overlap. Transactions designed to 

launder funds can for example be effected in one or two stages, depending on the 

money laundering technique being used. How the basic steps are used depends on 

the available laundering mechanisms and requirements of the criminal 

organisations.!

!
Business that are ideal for laundering cash!

Given the diverse channels, through which money laundering proceeds are moved, 

an effective approach to combating money laundering must involve all aspects of 

the financial system. It must cover money that has already been “placed” into the 

financial system and, of course must cover money derived from other forms of 

crimes that has never been in the form of cash. Certain businesses that have 

naturally occurring high levels of cash are ideal for laundering cash:!

!
• Banks;!

• Security houses;!

• Financial intermediaries;!

• Accountants;!

• Solicitors;!

• Surveyors and estate agents;!

• International money transmitters;!

• Company formation agents and management services companies;!

• Casinos and bookmakers;!

• Art, bullion and antique dealers;!

• Car dealers;! !

• Restaurants;!

• Hotels;!

• Bars;!
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• Nightclubs;!

• Dry cleaners;!

• Video rental companies;!

• Vending machines operators;!

• Fairgrounds and attractions;!

• Parking lots;!

• Retail outlets;!

• Others, dealing in high value commodities and luxury goods.!

!
Self Protection against Money laundering !

!
There is much that both financial and non-financial businesses can do to take the 

initiative and implement their own money laundering prevention measures. The 

framework for such prevention measure for protection against money laundering is:!

!
Know your administration!

Know your business!

Know your client and counter-party!

!
A.  Know your administration!

!
The most effective protection against money laundering is the commitment by the 

whole organisation to defend itself actively against money laundering attacts. This 

principle must be instilled in all members of the organisation, regardless of rank, 

and translated into practical policies, procedures and systems. The most crucial 

administrative elements of self-protection are:!

!
A formal statement from the Board of Directors or senior management team clearly 

spelling out the institution’s commitment to combat the abuse of its facilities for the 

purposes of money laundering.!
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A system of formal internal control procedures to recognise and deter money 

laundering by attention to each of the following points:!

A designated officer responsible for ensuring day-to-day compliance with internal 

controls on behalf of the institution and with direct access to, but independence 

from, the Board, as well as designated officers in each subsidiary branch or unit 

which deals directly with clients and counterparties.!

Client and counterparty approval procedures and transaction procedures which 

facilitate the recognition of suspicious transactions and other reportable 

transactions, as well as deterring fraud, assessing creditworthiness, and ensuring 

that the client receives the full services offered appropriate to its needs.!

Record compilation and retention procedures which enable a full transaction audit 

trail to be established, and for records to be admissible as evidence in the 

appropriate court.!

A process for the prompt reporting of suspicious transactions to the designated 

officer and the relevant authorities, which complies also with relevant confidentiality 

and tipping-off laws.!

A self-assessment program carried out at least once a year, to review both the 

vulnerability of the institution and its business lines to both money laundering and 

fraud and the effectiveness of the institution’s money laundering prevention 

procedures.!

A system to test the procedures implemented independently, carried out by internal 

audit personnel or a competent external source.!

Vetting procedures for new employees.!

Appropriate personnel training plans and programme for both new employees and 

refresher training.!

!
B.  Know your business!

!
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All institutions have clients whose activities fall into a number of broad categories, 

each of which has its distinctive trading pattern and associated demand for banking 

and other financial services.!

!
Knowing what constitutes a normal pattern of trading and demand for services can 

greatly assist in the detection of money laundering attempts. Analysis of patterns of 

events has helped to identify occasions where money laundering may be taking 

place.!

!
Each firm should try to understand its own business and products as much as 

possible in order to establish reasonable and unreasonable (which may be 

suspicious) questions and requests. This is especially true of new products, where 

a firm might not yet have developed sufficient in-depth expertise. In such cases it is 

essential to seek suitably qualified advice.!

!
As the pace of business accelerates, so does the demand for payment 

transmission. Electronic funds transfer has become a favoured means of money 

laundering. Businesses should be extremely careful when they accept funds from 

non-clients and non-correspondent banks for electronic transfer to equally unknown 

third parties. If such funds are accepted, suitable identification of the new 

depositors and knowledge of the source of the funds should be required, as well as 

compilation of records identifying sources, size type, currency and destination of 

funds.!

!
Instilling awareness of business procedures should not be looked upon merely as 

an extra burden. Such procedures clearly assist in ensuring that clients receive the 

correct services and that new business development opportunities are not missed.!

!
C.  Know your client and counterparty!

!
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There is much better chance of detecting attempts at money laundering at an early 

stage and being able to thwart them when an organisation actually knows its clients 

and counterparties, rather than just having evidence of their identity. The “Know 

your client” principle is now a cornerstone of money laundering self-protection.!

!
There are several ways in which a business can get to know its clients and thus be 

better able to determine the risks it faces in doing business with them. Together, 

they help to build a more complete picture of the situation. Identification should be 

looked upon as a two stage process. Firstly, identification evidence should be taken 

from the prospective client. Secondly this evidence should be checked by an 

independent third party if at all possible, and all checks carried out fully before 

trading starts.!

!
As the sophistication of prevention increases, so does the sophistication of attack. 

Clients may have been established as “sleepers” to establish a creditable track 

record before the business is used for money laundering. Sudden and unexpected 

increases in client business or changes in the type of business should be 

investigated further, and the types of check referred to below should be carried out 

on a regular basis:!

!
Bank references: Bank references can be a useful indicator but are often rather 

vague. A bank’s duty of confidentiality towards its client often prevents a full and 

frank written response and it may seek the client’s permission before doing so. 

However, the obvious presence of due diligence may be enough to deter a 

fraudster from proceeding with the trade. Informal enquiries may generate a more 

informed picture but a sophisticated client is unlikely to only hold one account.!

Credit agency: If a client has a formal credit rating from a reputable agency, the 

business is likely to be reasonably substantial. However, neither the rating nor the 

size of the business should be relied upon alone as a guarantee of creditworthiness 
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as credit agencies provide an opinion based on their own research, which may or 

may not be sufficiently robust.!

Financial data: Financial data is important as far as it goes, but a balance sheet 

with profit and loss account, provides only a snapshot of the situation at a certain 

time. The way these documents are put together, manipulated and sometimes 

abused can make them of limited value for risk assessment. Creative accounting is 

widely used to make the financial health of a business appear better than it actually 

is. A view over at least the previous three years is recommended. Look not only at 

the figures but at the time the business has been in operation. Few businesses set 

up to perpetrate fraud or for use in money laundering have a long history (although 

it is possible for a company to have been set up as a “sleeper” or for recent 

management changes to have resulted in infiltration). Also, many countries still do 

not require formal auditing of accounts and there may be more than one set of 

books.!

Broker reports: these are prepared by experts with great resources but not 

beyond being influenced by chairmen looking to buy a recommendation.!

Industry grapevine: A most instructive source to find out who else has worked with 

the prospective client recently and what their experience was. Did they pay on 

time? What is their reputation? Information may be imparted verbally which the 

informant may not wish to say elsewhere or have written.!

Press cutting: Well worth looking at. Various agencies exist to provide information 

reported on the subject in a wide range of publications over a period of time.!

Client visits: There is no substitute for visiting the risk, which can reveal a number of 

new factors. This may be difficult and costly if the client is located in another 

country, a factor criminals often rely on. Costs can be controlled by use of trusted 

local contacts to carry out such visits.!

Credit insurance: This provides a further risk reduction. Before taking out a credit 

insurance policy the client will have had to demonstrate to the insurers that it has 

competent credit control and debt collection systems. A bad risk will not get cover. 
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Be sure to study the terms of any policy and ascertain the extent of the cover 

provided.!

Company fact find: Ask the client about his business and intentions, collating 

annual reports and returns as well as accounts.!

Database search: Databases can be searched, including corporate registries.!

!
Dangers involved in Money Laundering !

Money laundering statures have a very broad ambit and the duty is firmly on banks 

and financial institutions to “Know their clients” and to avoid transactions that may 

assist clients in disguising and concealing the sources of their money.!

!
No commercial transaction can be guarantee free from a possible association with 

money laundering and it is vital that business should understand the risks. There is 

no substitute for commonsense, due diligence and a prevention methodology. Such 

self-protection may deter criminals from using a legitimate organisation for their 

money laundering activity.!

!
Criminals in their attempt to launder money will invariably involve the willing or 

unwilling participation of many people, from businessmen and bank official to senior 

politicians and even heads of states.!

!
While drugs are an important factor in money laundering, money laundering is also 

related to all manners of other crimes, notably terrorism, kidnapping, extortion, 

corruption, tax evasion, bribery, fraud and robbery. Indeed, almost every crime 

which results in illegal monetary gain must, by its very nature, require a degree of 

money laundering to disguise the source and destination of the proceeds.!

!
The Dangers involved!

Becoming involved in money laundering can ruin the lives of individuals, institutions 

and even threaten whole societies. This can happen as a direct or indirect effect of 
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money laundering. Importantly, some countries have now implemented laws with an 

extra-territorial dimension which can affect people and businesses in other 

countries.!

!
Direct risks!

Individuals can be directly affected when approached by criminals to help launder 

money. The approach may be accompanied by lucrative offers or by threats against 

the individual or family involved. Once the individual gives in to such demands they 

become even more amendable to control by black mail threats. Bankers, lawyers 

and accountants are especially vulnerable in this context.  Company directors, as 

individuals, may face jail terms if their company becomes involved with money 

laundering, in some cases, whether or not they were aware of the particular 

incident of money laundering.!

!
Businesses can similarly be tricked into being controlled, for example, by accepting 

orders which later turn out to involved money laundering. If this becomes known, 

they will attract the attention of the authorities, lose confidence of their trustworthy 

clients and incur the wrath of shareholders and partners.!

!
Societies may be subverted in some countries, especially those with weak or 

corrupt governments, where leading businessmen and politicians have tried to profit 

from money laundering. This includes those jurisdictions which are prepared, often 

for plausible commercial and political reasons, to offer offshore financial services 

indiscriminately, selling apparent respectability in the form of banking licenses and 

external company licences – the tools of the modern economic criminal.!

!
In these countries, a criminal can purchase an apparently legitimate financial 

vehicle through which to move money under a cloak of anonymity. By ignoring 

money laundering such countries eventually give criminals the respectability they 

need and in so doing, offer them the opportunity to commit yet more crime. 
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However, every time a fraud comes to light the credibility of the jurisdiction 

concerned is further weakened.!

!
Effects of money laundering!

!
There are severe economic and social consequences of money laundering. These 

include:!

!
Undermining financial systems: money laundering expands the black economy, 

undermines the financial system and raises questions of credibility and 

transparency!

Impact on economic stability: money laundering is thought to pervade, to some 

degree, all economic, political and social institutions. Economically it is thought to 

have an impact upon exchange rates and interest rates as large amounts of money 

are moved from one country to another, thereby affecting inflation, employment and 

economic stability. This is of particular concern to developing countries, as the flight 

of capital (often against exchange controls) from developing countries prevents 

internal investment and development.!

Expanding crime: money laundering encourages crime because it enables 

criminals to effectively use and deploy their illegal funds!

‘Criminalising’ society: criminals can increase profits by reinvesting the illegal funds 

in businesses!

Reducing revenue and control: money laundering diminishes government tax 

revenue and weakens government control over the economy!

Impact at the social level: organised crime has an impact at the social level, 

where it often leads to the development of an alternative, underground, economy, 

which is untaxed and unregulated. The fact that it is untaxed often leads to national 

budgeting problems and a government fiscal deficit, as public spending exceeds 

revenue receipts causing governments to borrow. Whenever governments try to 
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control public spending, it is often social welfare programmes that are the first to 

suffer!

Disintegration of social structure: the profits of crime, when suitably laundered, 

are often ploughed back into the organisation and used to develop the criminal 

enterprise and prevent detection. Dirty money is often used for bribes and for the 

purposes of corruption of government, judicial and law enforcement officials. This 

leads to a disintegration of social structure, to injustice and human rights’ violations 

that can threaten democracy itself.!

!
Impact at the social level!

Organised crime also has an impact at the social level, where it often leads to the 

development of an alternative, underground, economy, which is untaxed and 

unregulated. The fact that it is untaxed often leads to national budgeting problems 

and a government fiscal deficit, as public spending exceeds revenue receipts 

causing governments to borrow. Whenever governments try to control public 

spending, it is often social welfare programmes that are the first to suffer.!

!
Disintegration of social structure!

The profits of crime, when suitably laundered, are often ploughed back into the 

organisation and used to develop the criminal enterprise and prevent detection. 

Dirty money is often used for bribes and for the purposes of corruption of 

government, judicial and law enforcement officials. This leads to a disintegration of 

social structure, to injustice and human rights’ violations that can threaten 

democracy itself.!

!
Indirect risks!

Criminals who disguise their activities by money laundering compete on an unfair 

basis with legitimate businesses. Organised crime, in particular, runs businesses 

with huge financial resources and will do almost anything to ensure that these 
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businesses survive and prosper. If not checked, this eventually leads to a situation 

where whole sectors of a society become tainted, both good and bad alike.!

!
One other effect of money laundering is to reduce the income of honest individuals 

and businesses, and even put them out of business. Moreover, it only needs one 

person to give in to pressure for the whole of an otherwise honest organisation to 

be compromised.!

!
Impact on economic stability!

Money laundering is thought to pervade, to some degree, all economic, political and 

social institutions. Economically it is thought to have an impact upon exchange 

rates and interest rates as large amounts of money are moved from one country to 

another, thereby affecting inflation, employment and economic stability. This is of 

particular concern to developing countries, as the flight of capital (often against 

exchange controls) from developing countries prevents internal investment and 

development.!

!
Legal risks!

Financial organisations may become subject to lawsuits resulting from their failure 

to observe mandatory KYC/AML standards or from the failure to practice adequate 

due diligence. Consequently, the financial organisation can, for example, suffers 

fines, criminal liabilities and special penalties imposed by supervisors. A court case 

involving the financial organisation may have far greater cost implications for its 

business than just the legal costs. The organisation will be unable to protect itself 

effectively from such legal risks if it does not engage in due diligence in identifying 

their customers and understanding their business!

!
!
!
!
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Criminal risks!

There is a risk of criminal liability in case the financial organisation fails to make 

enquiries or report his suspicious in circumstances when he ought to have known 

that his services were being used to facilitate the retention or to conceal the 

proceeds of criminal conduct. In well regulated countries, involvement in money 

laundering is punishable by fines and imprisonment for individuals, as well as the 

business concerned and its management.!

!
Civil Risks!

There is a risk of civil liability in certain circumstances. The Organisation may be 

held liable and ordered to pay compensation to the victims of a breach of trust, 

fiduciary duty or other fraud if they assist the perpetrator by laundering the 

proceeds of the fraud in circumstances where it can be established that they has 

the relevant knowledge. Under the principle of constructive trust, it might be 

possible for victims to sue the financial organisation who handled their money 

which have resulted in the loss, if it can be shown that the financial organisation 

has failed to institute and maintain proper deterrence procedures not only against 

money laundering, but also against fraud.!

!
!
Regulatory risks!

Regulatory risks are the negative consequences that financial services institutions 

are likely to face if they don’t comply with regulatory/legislative norms meant to 

counter money laundering activities. There is a risk that the regulatory authority will 

impose a sanction, either upon the financial organisation or one of its officers, for 

failing to comply with the regulatory standards applicable in the financial services 

sector. A variety of different forms of sanction can be applied, including:!

!
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The imposition of conditions upon a license. Conditions can be in a variety of 

different forms, e.g. removal of particular officer or employee, implementation of 

remedial action;!

Monetary penalties;!

Withdrawal of a licence.!

Financial organisations face the risk of possible enforcement action against them, 

by the competent authority, if determine that they had:!

!
Failed to take reasonable care to establish and maintain effective systems and 

controls to offset the risk that criminals might use the organisation to launder 

money;!

Failed to check that employees understood the anti-money laundering training they 

were receiving;!

Failed to ensure that staff understood their AML responsibilities for the recognition 

and reporting of suspicions transactions/activities.!

!
Reputational risks!

Trust and integrity are the keys to success for any financial services institution. Any 

event that taints the firm’s reputation in the form of regulatory and legal sanctions 

can cause serious direct as well as indirect losses to the firm.!

!
There is a risk that the 

reputation of the 

organisation will be 

damaged in such a way 

that it will be regarded 

less positively. 

Reputational risk always 

follows the 

materialization of 
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criminal or regulatory risk – to varying extents.!

!
Reputation risk is the current and prospective impact on earnings and capital 

arising from negative public opinion.  This affects the organisation’s ability to 

establish new relationships or services or continue servicing existing relationships.  

This risk may expose the organisation to litigation, financial loss, or the loss of 

investor and customer trust leading to a decline in its customer base.!

!
Reputational risk poses a major threat to financial organisations, since the nature of 

their business requires maintaining the confidence of investors, depositors, 

creditors and the general marketplace. Reputational risk is defined as the potential 

that adverse publicity regarding a financial organisation’s business practices and 

associations, whether accurate or not, will cause a loss of confidence in the 

integrity of the institution. Financial organisations are especially vulnerable to 

reputational risk because they can so easily become a vehicle for or a victim of 

illegal activities perpetrated by their customers. They need to protect themselves by 

means of continuous vigilance through an effective KYC programme. Assets under 

management, or held on a fiduciary basis, can pose particular reputational dangers.!

!
International and regional bodies that combat money 

laundering !
!
Money laundering is a global phenomenon that thrives parasitically on the world’s 

financial markets. It ignores national boundaries in much the same way that the 

financial market place does. It has been accepted that this problem requires both 

national and international countermeasures.!

!
Economies built on the back of criminal activity are unstable and pose significant 

risks to neighbouring countries and those with close economic ties. The impetus for 

international governmental action against money laundering also stems from a fear 
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of national or regional economic destabilisation resulting from over exposure to 

illegally derived funds.!

!
The global financial market provides criminals with unlimited opportunities to 

launder money. Global efforts to prevent money laundering are only as strong as 

the weakest national AML framework. International initiatives have been designed 

to encourage national governments into taking or strengthening measures to 

prevent money from being laundered within their borders. Such initiatives come 

from international bodies like for example the Financial Action Task Force (FATF) 

and prompt regional action such as EU Directives, which in turn result in national 

legislation.!

!
The criminalization of money laundering is a relatively recent legal development 

and all the international efforts to prevent money laundering are relatively young:!

!
The first international initiative during the early 1980s focused on the prevention of 

the laundering of funds derived solely from drug trafficking.!

Then the focus was expanded to include the prevention of the laundering of the 

proceeds of a wider range of criminal activity.!

After the terrorist attacks in the US on 11 September 2001, the international 

community recognized the importance of preventing the financing of terrorism and 

international and regional bodies previously responsible for money laundering 

prevention expanded their remits to include the prevention of terrorist financing.!

!
!
!
!
!
!
!

�  of �40 65



International Framework against money laundering!
!
Some of the most influential international and regional bodies in the anti money 

laundering!

A.        The Bank for International Settlements (BIS)!

!
The Bank for International Settlements was established on 17 May 1930. It is the 

world’s oldest international financial institution.!

!
The head office is in Basel, Switzerland and there are two representative offices: in 

the Hong Kong Special Administrative Region of the People’s Republic of China 

and in Mexico City.!

!
The BIS currently has 60 member central banks, all of which are entitled to be 

represented and vote in the General Meetings. Voting power is proportionate to the 

number of BIS shares issued in the country of each member represented at the 

meeting.!

!
Board of the BIS!

!
The Board of Directors of BIS may have up to 21 members, including six ex officio 

directors, comprising the Governors of the founding members (central banks of 

Belgium, France, Germany, Italy and the United Kingdom and the Chairman of the 

Board of Governors of the US Federal Reserve System). Each ex officio member 

may appoint another member of the same nationality. The Statutes also provide for 

the election to the Board of not more than nine Governors of other member central 

banks.!

!
The Board of Directors elects a Chairman from among its members for a three-year 

term. The Board also elects a Vice-Chairman.!
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!
Mission!

!
The mission of the Bank for International Settlements (BIS) is: (a) serve central 

banks in their pursuit of monetary and financial stability, (b) to foster international 

cooperation in those areas and (c) to act as a bank for central banks.!

!
In broad outline, the BIS pursues its mission by:!

!
promoting discussion and facilitating collaboration among central banks;!

supporting dialogue with other authorities that are responsible for promoting 

financial stability;!

conducting research on policy issues confronting central banks and financial 

supervisory authorities;!

acting as a prime counterparty for central banks in their financial transactions;!

serving as an agent or trustee in connection with international financial operations;!

The BIS has no authority to make legally binding pronouncements but formulates 

broad supervisory standards and guidelines and recommends best practices. The 

most important of these for Money Laundering is called Basel Principles – 

Prevention of criminal use of the banking system for the purpose of money-

laundering and has been issued in 1988.!

!
The above Statement is a general statement of ethical principles which encourages 

banks’ management to put in place effective procedures to ensure that all persons 

conducting business with their institutions are properly identified; that transactions 

that do not appear legitimate are discouraged; and that cooperation with law 

enforcement agencies is achieved. The Statement is not a legal document and its 

implementation will depend on national practice and law.!

!
Basel Committee!
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!
The Basel Committee on Banking Supervision provides a forum for regular 

cooperation on banking supervisory matters. Its objective is to enhance 

understanding of key supervisory issues and improve the quality of banking 

supervision worldwide. It seeks to do so by exchanging information on national 

supervisory issues, approaches and techniques, with a view to promoting common 

understanding. At times, the Committee uses this common understanding to 

develop guidelines and supervisory standards in areas where they are considered 

desirable. In this regard, the Committee is best known for its international standards 

on capital adequacy; the Core Principles for Effective Banking Supervision; and the 

Concordat on cross-border banking supervision.!

!
The Committee encourages contacts and cooperation among its members and 

other banking supervisory authorities. It circulates to supervisors throughout the 

world both published and unpublished papers providing guidance on banking 

supervisory matters. Contacts have been further strengthened by an International 

Conference of Banking Supervisors (ICBS) which takes place every two years!

!
B.        The International Monetary Fund (IMF)!

!
The IMF was established in1945 as a specialized agency of the United Nations 

system within the framework of the Bretton Woods Accords.!

!
It has now 188 member countries!

The founders aimed to build a framework for economic cooperation that would 

avoid a repetition of the disastrous economic policies that had contributed to the 

Great Depression of the 1930s and the global conflict that followed.!

It was to do this by (a) providing a forum for cooperation on international monetary 

problems; (b) facilitating the growth of international trade, thus promoting job 

creation, economic growth, and poverty reduction; (c) promoting exchange rate 
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stability and an open system of international payments; and (d) lending countries 

foreign exchange when needed, on a temporary basis and under adequate 

safeguards, to help them address balance of payments problems.!

Over time, the IMF has concentrated more on surveillance of individual countries 

and providing technical assistance to them. It (a) monitors economic and financial 

developments in member countries; (b) gives policy advice on macro-economic 

policy, balance of payments, regulation and supervision of banks and other financial 

institutions and structural policies (such as labour market policies); and (c) provides 

training.!

The IMF supports its membership by providing (a) policy advice to governments 

and central banks based on analysis of economic trends and cross-country 

experiences; (b) research, statistics, forecasts, and analysis based on tracking of 

global, regional, and individual economies and markets; (c) loans to help countries 

overcome economic difficulties; (d) concessional loans to help fight poverty in 

developing countries; and (e) technical assistance and training to help countries 

improve the management of their economies.!

In reviewing the prudential regulation of particular jurisdictions, the IMF analyses 

the role of regulatory and law enforcement bodies in the prevention of money 

laundering. Unlike FATF, the IMF does not seek to set international AML standards; 

instead it plays an important role in evaluating jurisdictional compliance with them.!

!
C.        United Nations Office on drugs and Crime (UNODC)!

!
Set up by the United Nations in 1997 to implement the United Nations International 

Drug Control Programme (UNDCP) and the Crime Prevention and Criminal Justice 

Programme (CPCJP), both of which were established by resolutions of the UN 

General Assembly in 1991.!

!
Its overall aims are to assist UN member states in the struggle against illicit drugs, 

crime and terrorism. It does this in three main ways: (a) research and analytical 
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work; (b) helping countries and implementing treaties and drafting domestic 

legislation; and (c) field-based or on the ground assistance, which includes training 

judicial officials.!

!
UNODC’s Global Programme Against Money Laundering (GPML) helps member 

states to:!

Introduce legislation against money laundering and to develop and maintain 

strategies to combat money laundering!

Encourage AML policy development!

Raise public awareness about money laundering, and!

Coordinate joint AML initiatives by the United Nations with other international 

organizations!

It has developed, in collaboration with the UNDCP Legal Advisory Section, model 

laws for both common law and civil law legal systems to assist countries in setting 

up their AML legislation in full compliance with international legal instruments 

against money laundering.!

!
!
D.        The Commonwealth Secretariat!

!
The Commonwealth Secretariat provides guidance on policy making, technical 

assistance and advisory services to Commonwealth member countries. It supports 

governments to help achieve sustainable, inclusive and equitable development.!

!
Its work promotes democracy, rule of law, human rights, good governance and 

social and economic development. It is a voice for small states and a champion for 

youth empowerment.!

!
Priority areas of work are agreed at Commonwealth Heads of Government 

Meetings, which occur every two years. The next summit is in Malta in 2015.!
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!
Established by Commonwealth heads of governments in 1965!

The principal inter-governmental organization of the Commonwealth!

In 1993 the Commonwealth Secretariat released an anti money laundering 

common law model, followed in 1996 by a set of Commonwealth Guidance Notes 

for the Financial Sector!

In July 2000 it published an updated version of its guidance notes entitles A Model 

of Best Practice for Combating Money Laundering in the Financial Sector!

In response of the UN resolution 1373, which followed 11 September 2001, the 

Commonwealth set up the Commonwealth Committee on Terrorism (CCT). That 

reported in 2002: the report provided drafting instructions for model counter 

terrorism legislation.!

Both the Model Law on Money Laundering and the Model of Best Practice were 

reviewed in 2004.!

E.        The European Commission and Council!

!
The role of the EU is important in the AML arena and provides an excellent example 

of the manner in which national governments have been required to implement 

legislation to forestall AML legislation in line with the expectations of a transnational 

organization. Both the Commission and the Council have introduced measures 

aimed at forestalling money laundering. The most recent of these is the third EU 

Directive and recently a revised draft Convention on Laundering, Search, Seizure 

and Confiscation of the Proceeds of Crime.!

!
F.         The organisation for Economic Development (OECD)!

!
The Organisation for Economic Co-operation and Development (OECD) was 

officially born on 30 September 1961.!
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Other countries joined in, starting with Japan in 1964. Today, 34 OECD member 

countries worldwide regularly turn to one another to identify problems, discuss and 

analyse them, and promote policies to solve them. The track record is striking.!

The mission of the Organisation for Economic Co-operation and Development 

(OECD) is to promote policies that will improve the economic and social well-being 

of people around the world.!

OECD uses its wealth of information on a broad range of topics to help 

governments foster prosperity and fight poverty through economic growth and 

financial stability. It helps ensure the environmental implications of economic and 

social development are taken into account.!

OECD’s work is based on continued monitoring of events in member countries as 

well as outside OECD area, and includes regular projections of short and medium-

term economic developments. The OECD Secretariat collects and analyses data, 

after which committees discuss policy regarding this information, the Council makes 

decisions, and then governments implement recommendations.!

Money laundering and harmful tax practices are two issues in which the OECD has 

taken a significant interest in recent years.!

The OECD made a significant contribution to the global effort against money 

laundering by spawning the Financial action Task Force (FATF) at its economic 

summit in 1989.!

!
G.        The Financial action Task Force (FATF)!

!
In response to mounting concern over money laundering, the Financial Action Task 

Force on Money Laundering (FATF) was established by the G-7 Summit that was 

held in Paris in 1989.!

Recognising the threat posed to the banking system and to financial institutions, the 

G-7 Heads of State or Government and President of the European Commission 

convened the Task Force from the G-7 member States, the European Commission 

and eight other countries.!
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The Task Force was given the responsibility of examining money laundering 

techniques and trends, reviewing the action which had already been taken at a 

national or international level, and setting out the measures that still needed to be 

taken to combat money laundering.  In April 1990, less than one year after its 

creation, the FATF issued a report containing a set of Forty Recommendations, 

which provide a comprehensive plan of action needed to fight against money 

laundering.!

In 2001, the development of standards in the fight against terrorist financing was 

added to the mission of the FATF.  In October 2001 the FATF issued the Eight 

Special Recommendations to deal with the issue of terrorist financing.  The 

continued evolution of money laundering techniques led the FATF to revise the 

FATF standards comprehensively in June 2003.  In October 2004 the FATF 

published a Ninth Special Recommendations, further strengthening the agreed 

international standards for combating money laundering and terrorist financing – 

the 40+9 Recommendations.!

One of FATF’s functions is to review and report on money laundering trends, 

techniques and methods (also referred to as typologies). To accomplish this aspect 

of its mission, FATF issues annual reports on developments in money laundering 

through its Typologies Report. These reports are very useful for all countries, not 

just FATF members, to keep current with new techniques or trends to launder 

money and for other developments in this area.!

During 1991 and 1992, the FATF expanded its membership from the original 16 to 

28 members. In 2000 the FATF expanded to 31 members, and has since expanded 

to its current 36 members; 34 jurisdictions and 2 regional organisations (the Gulf 

Cooperation Council and the European Commission).!

!
!
!
!
!
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The 36 Members of the FATF are: 

Argentina!

!
Australia!

!
Austria!

!
Belgium!

!
Brazil!

!
Canada!

!
China!

!
Denmark!

!

European 

Commission!

!
Finland!

!
France!

!
Germany!

!
Greece!

!
Gulf Co-

operation 

Council!

!

Hong Kong, 

China!

!
Iceland!

!
India!

!
Ireland!

!
Italy!

!
Japan!

!
Republic of 

Korea !

!

Luxembourg!

!
Mexico!

!
Netherlands, 

Kingdom of 

New Zealand!

!
Norway!

!
Portugal!

!
Russian 

Federation!

!
Singapore!

!
South Africa!

!
Spain!

!
Sweden!

!
Switzerland!

!
Turkey!

!
United 

Kingdom!

!
United 

States  !
The Financial Action Task Force (FATF) is an inter-governmental body whose 

purpose is the development and promotion of policies, both at national and 

international levels, to combat money laundering and terrorist financing.!

The FATF is a “policy-making body” which works to generate the necessary political 

will to bring about national legislative and regulatory reforms to combat money 

laundering and terrorist financing.!

The FATF monitors members’ progress in implementing necessary measures, 

reviews money laundering and terrorist financing techniques and counter-

measures, and promotes the adoption and implementation of appropriate measures 

globally.!

!
!
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The Financial action Task Force (FATF) monitors the progress of members to 

comply with the requirements of the Forty Recommendations is facilitated by a two-

stage process: self assessments and mutual evaluations. In the self assessment 

stage, each member responds to a standard questionnaire, on an annual basis, 

regarding its implementation of the Forty Recommendations. In the mutual 

evaluation stage, each member is examined and assessed by experts from other 

member countries.!

!
Members of the FATF are strongly committed to the discipline of multilateral peer 

review. The mutual evaluation programme is considered as the primary instrument 

by which the FATF monitor progress made by member governments in 

implementing the FATF Recommendations.!

!
The mutual evaluation and assessment processes are fundamental to the work of 

the FATF and all other AML/CFT assessment bodies.  In June 2010, the FATF 

Plenary approved a set of Key Principles for Mutual Evaluations and Assessments.  

These Key Principles have been prepared by the FATF in collaboration with the 

FATF-style regional bodies (FSRBs), the IMF and World Bank. They set out the 

fundamental objectives, principles and essential underpinnings for the assessment 

processes, and their observance will enhance the quality and consistency of the 

mutual evaluation and detailed assessment reports and of the applicable 

procedures.!

!
In the event that a country is unwilling to take appropriate steps to achieve 

compliance with the Forty Recommendations, FATF recommends that all financial 

institutions give special attention to business relations and transactions with 

persons, including companies and financial institutions, from such non-compliant 

countries and, where appropriate, report questionable transactions, i.e. those that 

have no apparent economic or visible lawful purpose, to competent authorities. 

Ultimately, if a member country does not take steps to achieve compliance, 
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membership in the organisation can be suspended. There is, however, the process 

of peer pressure before these sanctions are enforced.!

!
The Financial action Task Force (FATF) –NCCT!

!
The FATF in order to encourage all countries to adopt measures to prevent, detect 

and prosecute money launderers, i.e. to implement The Forty Recommendations, 

has adopted a process of identifying those jurisdictions that serve as obstacles to 

international cooperation in this area. The process uses 25 criteria, which are 

consistent with the Forty Recommendations, to identify such non-cooperative 

countries and territories (NCCT’s) and place them on a publicly available list.!

!
A NCCT country is encouraged to make rapid progress in remedying its 

deficiencies. In the event a NCCT does not make sufficient progress, counter-

measures may be imposed. Counter measures consist of specific actions by FATF 

member countries taken against NCCT-listed countries.!

!
In addition to the obligation of applying special attention to business relationships 

and transactions from such countries, the FATF can also impose further counter-

measures, which are to be applied in a gradual, proportionate and flexible manner. 

These include:!

!
Stringent requirements for identifying clients and enhancement of advisories, 

including jurisdictions-specific financial advisories, to financial institutions for 

identification of the beneficial owners before business relationships are established 

with individuals or companies from these countries.!

Enhanced relevant reporting mechanisms or systematic reporting of financial 

transactions on the basis that financial transactions with such countries are more 

likely to be suspicious.!
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In considering requests for approving the establishment in FATF member countries 

of subsidiaries or branches or representative offices of banks, taking into account 

the fact that the relevant bank is from a NCCT.!

Warning non-financial sector businesses that transactions with entities within the 

NCCTs might run the risk of money laundering.!

Finally, these counter measures may include FATF-member countries terminating 

transactions with financial institutions from such a country. Most countries make a 

concerted effort to be taken off the NCCT list because it causes significant 

problems for their financial institutions and businesses with respect to international 

transactions, as well as their reputation internationally.!

!
Measures to be taken with respect to countries that do not or insufficiently comply 

with the FATF Recommendations are also recommendations 18 and 19.!

!
Recommendation 18!

!
Financial institutions should be required to implement programmes against money 

laundering and terrorist financing. Financial groups should be required to implement 

group-wide programmes against money laundering and terrorist financing, including 

policies and procedures for sharing information within the group for AML/CFT 

purposes.!

!
Financial institutions should be required to ensure that their foreign branches and 

majority owned subsidiaries apply AML/CFT measures consistent with the home 

country requirements implementing the FATF Recommendations through the 

financial groups’ programmes against money laundering and terrorist financing.!

!
Recommendation 19!

!
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Financial institutions should be required to apply enhanced due diligence measures 

to business relationships and transactions with natural and legal persons, and 

financial institutions, from countries for which this is called for by the FATF. The type 

of enhanced due diligence measures applied should be effective and proportionate 

to the risks.!

!
Countries should be able to apply appropriate countermeasures when called upon 

to do so by the FATF. Countries should also be able to apply countermeasures 

independently of any call by the FATF to do so. Such countermeasures should be 

effective and proportionate to the risks.!

!
The global financial market provides criminals with unlimited opportunities to 

launder money. Global efforts to prevent money laundering are only as strong as 

the weakest national AML framework. International initiatives have been designed 

to encourage national governments into taking or strengthening measures to 

prevent money from being laundered within their borders. Such initiatives come 

from international bodies like for example the Financial Action Task Force (FATF) 

and prompt regional action such as EU Directives, which in turn result in national 

legislation.!

!
The criminalization of money laundering is a relatively recent legal development 

and all the international efforts to prevent money laundering are relatively young:!

!
The first international initiative during the early 1980s focused on the prevention of 

the laundering of funds derived solely from drug trafficking.!

Then the focus was expanded to include the prevention of the laundering of the 

proceeds of a wider range of criminal activity.!

After the terrorist attacks in the US on 11 September 2001, the international 

community recognized the importance of preventing the financing of terrorism and 
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international and regional bodies previously responsible for money laundering 

prevention expanded their remits to include the prevention of terrorist financing.!

!
Some of the most influential international and regional bodies in the anti money 

laundering!

!
A.  The Asia Pacific Group on Money Laundering (APG)!

!
The Asia/Pacific Group on Money Laundering (APG) is an autonomous and 

collaborative international organisation founded in 1997 in Bangkok, Thailand.!

It consists of 41 members and a number of international and regional observers!

Some of the key international organisations who participate with, and support, the 

efforts of the APG in the region include the Financial Action Task Force, 

International Monetary Fund, World Bank, OECD, United Nations Office on Drugs 

and Crime, Asian Development Bank and the Egmont Group of Financial 

Intelligence Units!

The APG has five important functions:!

!
To assess compliance by APG members with the global AML/CFT standards 

through a robust mutual evaluation programme;!

To coordinate bi-lateral and donor-agency technical assistance and training in the 

Asia/Pacific region in order to improve compliance by APG members with the global 

AML/CFT standards;!

To participate in, and co-operate with, the international anti-money laundering 

network - primarily with the FATF and with other regional anti-money laundering 

groups;!

To conduct research and analysis into money laundering and terrorist financing 

trends and methods to better inform APG members of systemic and other 

associated risks and vulnerabilities; and!
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To contribute to the global policy development of anti-money laundering and 

counter terrorism financing standards by active Associate Membership status in the 

FATF.!

B.  The Caribbean Financial Action Task Force (CFATF)!

!
It was established as the result of meetings convened in Aruba in May 1990 and 

Jamaica in November 1992;!

The Caribbean Financial Action Task Force (CFATF) is an organisation of twenty-

seven states of the Caribbean Basin, which have agreed to implement common 

countermeasures to address the problem of criminal money laundering;!

In Aruba representatives of Western Hemisphere countries, in particular from the 

Caribbean and from Central America, convened to develop a common approach to 

the phenomenon of the laundering of the proceeds of crime. Nineteen 

recommendations constituting this common approach were formulated. These 

recommendations, which have specific relevance to the region, are complementary 

to the additional forty recommendations of the Financial Action Task Force;!

The Jamaica Ministerial Meeting was held in Kingston, in November 1992. 

Ministers issued the Kingston Declaration in which they endorsed and affirmed their 

governments’ commitment to implement the FATF and Aruba Recommendations, 

the OAS Model Regulations, and the 1988 U.N. Convention. They also mandated 

the establishment of the Secretariat to co-ordinate the implementation of these by 

CFATF member countries;!

The main objective of the Caribbean Financial Action Task Force is to achieve 

effective implementation of and compliance with its recommendations to prevent 

and control money laundering and to combat the financing of terrorism;!

The CFATF Secretariat monitors members’ implementation of the Kingston 

Ministerial Declaration through the following activities:!

– Self-assessment of the implementation of the recommendations!

!
– An ongoing programme of Mutual evaluation of members!
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!
–  Co-ordination of, and participation in, training and technical assistance 

programmes!

!
–  Biannual plenary meetings for technical representatives!

!
– Annual Ministerial meetings!

!
C.  The  Committee of Experts on the Evaluation of Anti-Money Laundering 

Measures and the Financing of Terrorism – MONEYVAL (formerly PC-R-EV)!

!
It was established in 1997 and its functioning was regulated by the general 

provisions of Resolution Res(2005)47 on committees and subordinate bodies, their 

terms of reference and working methods!

MONEYVAL currently comprises 30 members which are subject to its evaluation 

processes and procedures!

The aim of MONEYVAL is to ensure that its member states have in place effective 

systems to counter money laundering and terrorist financing and comply with the 

relevant international standards in these fields!

Such standards are those contained in the recommendations of the FATF, including 

the Special Recommendations on Terrorist Financing, the 1988 United Nations 

Convention against Illicit Traffic in Narcotic Drugs and Psychotropic Substances, 

the United Nations Convention against Transnational Organised Crime, the 1999 

United Nations International Convention for the Suppression of the Financing of 

Terrorism, the Directive 2005/60/EC of the European Parliament and of the Council 

of 26 October 2005 on the prevention of the use of the financial system for the 

purpose of money laundering and terrorist financing and the relevant implementing 

measures and the 1990 Convention on Laundering, Search, Seizure and 

Confiscation of the Proceeds from Crime, concluded within the Council of Europe!
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MONEYVAL assesses its members’ compliance with all relevant international 

standards in the legal, financial and law enforcement sectors through a peer review 

process of mutual evaluations!

 Its reports provide highly detailed recommendations on ways to improve the 

effectiveness of domestic regimes to combat money laundering and terrorist 

financing and states’ capacities to co-operate internationally in these areas!

MONEYVAL also conducts typologies studies of money laundering and terrorist 

financing methods, trends and techniques.!

!
BLOC POSITIONS!

!
This report provides a summary of the regulatory regime and key cases in several!

countries, the estimated size of the regulated sector and the extent of compliance!

and enforcement activity in each jurisdiction. The second section describes the!

AML/CTF legislative regime in several member states. It includes the criminal!

provisions for money laundering and the financing of terrorism, as well as the basis 

of the preventative regulatory measures in place for each country.!

!
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United States!

Criminal money laundering offences in the United States vary according to the!

circumstances of the laundering activity and not according to the amount of money!

involved or the level of intent of the launderer. The Money Laundering Control Act!

specifies the predicate crimes for money laundering offences in the United States.!

There are currently approximately 250 listed potential predicate offences (FATF-

GAFI 2006), although felony offences under US federal or state law, or foreign 

felony offences, may be predicate crimes.!

The United States has both criminal and civil asset recovery legislation. Criminal 

assets recovery provisions, requiring a conviction for an offence, are contained in 

18 USC 982. The civil assets recovery provisions are contained in 18 USC 981. 

The Bank Secrecy Act is the central legislation for the money laundering regulatory 

system in the United States. The PATRIOT Act amended the Bank Secrecy Act in 

2001 and substantially increased the regulatory requirements intended to prevent 

and detect 18 money laundering in the United States. The PATRIOT Act, in addition 

to expanding the regulatory regime, also increased the penalties for money 

laundering offences.!

There are four federal criminal offences that deal directly with the financing of!

terrorism or terrorist organisations:!

• 18 USC 2339A—providing material support for the commission of offences 

specified;!

• 18 USC 2339B—providing material support or resources to designated foreign!

terrorist organisations;!

• 18 USC 2339C(a)—providing or collecting terrorist funds for a specified act!

• 18 USC 2339C(c)—concealing or disguising either material support to foreign!

terrorist organisations or funds used, or intended to be used, for terrorist acts.!

The PATRIOT Act, as noted above, was passed in the aftermath of the 11 

September 2001 attacks. The amendments made to the Bank Secrecy Act by the 

PATRIOT Act, and the regulatory regime as a whole, is targeted jointly at the 

financing of terrorism and money laundering activities. The United States has 
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focused some specific measures on the financing of terrorism in response to the 11 

September 2001 attacks.!

!
European Union!

The core of the EU’s AML/CTF preventive measures is now money laundering!

Directive 2005/60/EC of the European Parliament and the Council on the 

prevention of the use of the financial system for the purpose of money laundering 

and terrorist financing (the Third Money Laundering Directive). The Third Money 

Laundering Directive outlines the AML/CTF requirements for member states, 

although members must implement the Directive into domestic legislation.!

The European Union’s deadline for implementation was December 2007. The large!

changes many countries needed to instigate meant that implementation was!

realistically expected to be uneven (KPMG 2007).The introduction of the Third 

Money Laundering Directive was met with heavy criticism. The European Union 

released the Directive in a climate where some Member States had not fully 

implemented the 19 reforms contained in the Second Money Laundering Directive 

of 2001. Criticism was also levelled at the European Union’s release of the Third 

Money Laundering Directive ahead of evaluating the impact of the Second Money 

Laundering Directive reforms.!

!
United Kingdom!

Recent estimates of the cost of all serious organised crime to the United Kingdom!

approximate £15b per year (SOCA 2008a). Trafficking Class A drugs was perceived 

to be the greatest threat in terms of organised crime and money laundering in 2008!

(SOCA 2008a, 2008b). The United Kingdom was believed to be one of the most!

lucrative markets in the world for Class A drug smugglers (SOCA 2006). Property!

purchases, cash-intensive businesses and front companies were the methods that!

SOCA believed to be the most commonly used to launder money in the United!

Kingdom (SOCA 2006).!
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Money laundering is criminalised in the United Kingdom by the Proceeds of Crime 

Act 2002 (UK) (POCA 2002 UK) as amended by the Serious Organised Crime and 

Police Act 2005 (UK). POCA 2002 UK states that a person commits an offence by 

concealing, disguising, converting, or transferring criminal property, or by removing 

criminal property from the United Kingdom. Entering into, or becoming concerned 

with, an arrangement known or suspected to facilitate the acquisition, retention, 

use, or control of criminal property.!

!
Singapore!

The principal legislation enacted to combat money laundering in Singapore is the!

Corruption, Drug Trafficking and Other Serious Crimes (Confiscation of Benefits) 

Act (Cap 65A) (CDSA). CDSA defines that criminal conduct can be a serious 

offence or receiving or laundering the proceeds of a serious!

offence. CDSA specifically lists the crimes considered to be serious offences in the!

Second Schedule. These currently number 356 and include terrorism activities. The!

First Schedule lists an additional six offences that constitute drug trafficking in!

Singapore. Singapore increased the maximum penalty for money laundering in 

September 2007 with the amendments of CDSA. The maximum penalties were 

increased to fines of SGD$500,000 or to imprisonment for a term of seven years, or 

both, for an individual offender while the fine for legal persons was increased to 

SGD$1m.!

!
Russian Federation!

There is no precise official estimate of the amount of laundered assets in Russia.!

Estimates of capital flight are frequently used as a basis for money laundering!

estimates. This is due to the assumption that much of the capital flight is presumed 

to be laundered illegal funds. The sheer size of the capital flight itself leads to 

suspicions about laundering. In conjunction with that, a major activity of the crime 

controlled businesses in Russia is money laundering, with seemingly 3000 

organisations specialising in money laundering. Many of them started in 1992 and 
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1993, where they apparently launder around fifty billion roubles. Several legislative 

bills have been put forward to counter money laundering. In 1999, one was passed 

by the Russian Duma, before it was vetoed by the President. In August 2001 they 

enacted the key legislation “Countering the Legalisation (laundering) of Criminal 

Proceeds, which founded the national unit of intelligence in the Federal Financial 

Monitoring Service.!

This has been consistently updated in accordance to international regulation but the!

legislation is never deemed world leading. The Russian State has also 

commissioned a government watchdog which is partisan to all decisions regarding 

the legislation. The key player is known as the Interagency Commission on 

Combatting Money Laundering and Financing Terrorism. Furthermore, 

Consultations Council is a part of the Interagency Commission which invites leading 

figures in the banking industry and various other private sectors industries to 

engage in AML/CFT.!

!
The People’s Republic of China!

The People’s Republic of China has had to face much money laundering happening 

on its shores. As such they started developing AML/CFT legislation in the late 

1990s which, through the years, has been updated to match current illicit avenues 

of terrorist and money launderers. Their Anti Money Laundering/ Counter- Finance 

of Terrorism strategy is based on a four point system, focusing on: !

21!

1) Money laundering and confiscation: Criminalise ML/TF; means to detect, freeze,!

seize, confiscate proceeds and funding!

2) Preventive measures - financial institutions and DNFBPs: CDD, record keeping, 

STR, internal control, regulatory and supervisory measures!

3) Power & responsibilities of competent authorities: Financial Intelligence Unit, law!

enforcement authorities, supervisors; their powers & resources!

4) International cooperation: Mutual legal assistance, extradition, information!

exchange!
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This strategy is being aligned to international standards. For this purpose,!

China has ratified the main counter terrorist conventions and also has publicly!

denounced money laundering and has added the crime under the capital 

punishment sentence. The national People’s Congress of China has also 

criminalized the financing of terrorists as well as inciting acts of terrorism. The 

national AML/CFT law which came into force in 2007 included the People’s Bank of 

China as the main national body coordinating activities to centralize and make the 

process more efficient. It also started to look into suspicious transactions of large 

and private funds as well as focused on implementing international regulations with 

little red tape.!

The Anti-Money Laundering Bureau coordinates China’s AML affairs as well as 

carries out administrative investigations, dissemination and policy oversight. They 

carry out their operations through various regional and local branches of the 

People’s Bank of China branches. This is because the regional and local branches 

have direct administrative jurisdiction over the geographical region.!

!
Malaysia!

Located in the centre of the Golden Triangle of Southeast Asia, the county has seen 

a rapid growth in its financial sector due to trade and commerce. This has led the!

government to recognise that it has to join international efforts in developing a!

rigorous anti-money laundering/Counter-terrorist financing framework. Malaysia’s!

long, porous land and sea borders cause it to be the centre or hub of transnational !

22 criminal activity, this includes money laundering and terrorist financing. As the 

centre of the Golden Triangle the country is usually a key destination for drugs 

heading from the East to the West. Drug trafficking is a primary source of the illicit 

proceeds which pass through Malaysia.!

Furthermore, authorities in Malaysia frequently highlight that illegal proceeds 

derived from corruption lead to a significant money laundering risk. Multiple Free 

Trade Zones and Free Industrial Zones in Malaysia allow firms to manufacture, 

store and distribute their goods for zero tax and tariff costs. Although all of these 
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international firms have the proper certification as well as licenses there are still 

many individuals who hijack the system and bypass the security and safeguards in 

place. A number of terrorist organisations have been operating actively within 

Malaysia. The financing of terrorists in Malaysia is primarily carried out through 

cash drops and heavily relies on clandestine networks. Finally, the Ministry of 

Finance issues licenses and regulates Casinos under the AML/CFT guidelines. 

There are also periodic reviews by the Financial Intelligence and Enforcement 

Dept. of the Central Bank.!

!
!
Nigeria!

The Money Laundering Decree in 1995 was notable given its reputation for fraud,!

corruption and drug trafficking. This decree meets most of the recommendations of!

international initiatives, exceeding them in certain aspects. It ensures that a!

documentary trail is left in all money laundering transactions through banks, and to!

forge closer links between these banks and law enforcement agencies, in order to!

prevent and track money launderers. In order to identify and locate these drug!

traffickers, the law enforcement agency have wide reaching powers, putting banks!

under surveillance, phone tapping, and gaining access to private computers.!

Furthermore, transfers to or from foreign countries of sums greater than $10,000 

will be reported to the Central Bank. Additionally, even all casinos are required to 

identify gamblers, and record all transactions in chronological order. As such, 

Nigeria takes this rather seriously, with military style tribunals amended to try 

offences under this 23 decree, with penalties being long and severe, which include, 

long jail sentences, large fines, and the seizure of assets.!

!
Conclusion!

 

 

While financing of terrorism is a serious concern, International strategies and 
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standards for combating money-laundering have been in development for a period 

of less than fifteen years, which in terms of law-making, would still be considered to 

be in its early stages. Yet, the environment in which organized crime develops is 

constantly evolving. New threats, particularly that of terrorism and its financing,!

require ongoing review of the validity of the strategies put into place. Moreover, the 

balance sheet in the fight against money-laundering is very mixed. Many financial 

markets, and particularly tax havens, offer too many shelters for drug traffickers and 

money-launderers.!

The transparency that has been introduced into financial transactions has not been 

reproduced at the level of corporate law. International judicial cooperation is in its 

infancy and does not provide the ability to respond quickly enough in view of the 

nearly instantaneous speed of electronic funds transfers.!

Should we, therefore, question the effectiveness of the current strategy? In fact, the 

strategies are sound, however, it must be noted that the objectives the international 

community set for itself in combating money laundering and terrorism financing are 

far from being attained, given the lack of universal implementation of the 

established standards. It is on this point that all efforts must henceforth be brought 

to bear, in order to ensure sufficient financial transparency for tracking the 

movements of funds of criminal origin. The mobilization of governments must be 

incessantly pursued, and the collaboration of both the financial sector and more 

generally the private sector must also be thorough.!

!
FURTHER READING!

!
The FATF Recommendations: International Standards on Combating Money!

Laundering and the Financing of Terrorism & Proliferation (2012)!

http://www.fatfgafi.org/media/fatf/documents/recommendations/pdfs/FATF_Recom!

mendations.pdf!

FACTSHEET: The IMF and the Fight Against Money Laundering and the Financing 

of!
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Terrorism – http://www.imf.org/external/np/exr/facts/aml.htm!

Money Laundering and International Efforts to Fight It –!

http://siteresources.worldbank.org/EXTFINANCIALSECTOR/Resources/282884-!

1303327122200/048scott.pdf!

Misuse of the non-profit sector for money laundering and terrorism financing!

http://www.aic.gov.au/documents/7/6/9/%7B7693C590-1A91-4E05-8339-!

12FBBE85FFDC%7Dtandi424.pdf!

IMF on Money laundering – http://www.interpol.int/Crimeareas/Financialcrime/

Money-laundering!

GMPL MANDATE – http://www.unodc.org/documents/money-laundering/

GPMLMandate.pdf!

About IMOLIN – http://www.imolin.org/imolin/en/about_us.html!

!
!
!
!

Questions a Resolution Must Answer!
!

1) What roles the Central Banks and Governments should play to combat 

money laundering?!

2) How to effectively prevent financing the terrorist organisations globally?!

3) Do you think there’s “State Sponsored Terrorism” which should also be 

taken into consideration? If yes, How?!

4) What changes can be brought to enforce strict legal actions against Money 

Laundering and financing of Terrorism?!

5) What role the UN can consider in regard to the agenda? 
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